@ulmur

iIP-OPENER

END USER MANAGEMENT

USER
MANUAL

www.golmar.es

golmar@golmar.es iP-OPENER END USER MANAGEMENT REV. /0126 | ENGLISH



User manual END USER MANAGEMENT

TABLE OF CONTENTS
T INTRODUCTION. ... ettt ettt ettt et et e et e st e st eseeas e st ea e en s e s e eaeens e s e es e ems e s e es e em s e st es e ens e st es e emsenseeeeenseseeeeenseseeneansesseneenseseanean 3
7 0 1€ 11 SRS 3
3. IP-OPENER HOME PAGE ...ttt ettt ettt ettt bt e b et e 4t e st e st e bt es et e e bt es et e eb e es e et e eh e es e enbeeaeeneenbeebeeneentesaeeneentennes 4
4. ACCESS PROFILES AND TAGS......co ittt ettt ettt ettt ettt e b e et e ess e seeseess e s e eseessesseeseess e s e essessesseeasessesseessesseseessesseseensessesesssensenseans 6
AT MANUAL TEGISTIATION ...ttt ettt ettt et ettt e st e ete et e e st et e e st essesseeseessesseeseessensees e e st enseeaees s enseeseessenseeseessenseeseensensesseensensenaeas 6
4.2 Create @ NEW @CCESS PIOTIIE .....o..o ettt ettt e et e e et a e e et e e n et e et e e e e e et e eae e e eteeneeaeeaean 9
4.3 AULOMIATIC FEGISTIATION ...oiiiiiiiiii ettt ettt e et e et e e b e e teeetee e st e esse e beeeaseeaseesseeaseesseesseesseesseenseessseesseenseesseenseees 10
A4 BUIK FEUISTIAtION ...ttt ettt ettt ettt ettt e et et et e et e ess et e eseeas et e ese e st e s e essens et e essess e s e essensesseeseensesseeseensesseeneans 11
4.5 AddItioNal INTOMMIATION ..ottt ettt ettt e b e e aeesb e beete e st e ebeessesseebeessess e beessenseeseessesseebeessesseaseessensesseens 13
B TIME PROFILES ...ttt ettt et e ettt et e et e et e s e ese e st e s e es e ess e s e es e ess e s e eseesse s e es e ems e s e essenseeseeseemsesseessensesseessensesseaneensensaeseans 13
5.7 KEY TIMIE PIOFIIES ...ttt ettt ettt ettt et e st et e s b e sbese e s e es e s e st ese e s e s e s s ess et e es e s e s s eseebe e s esseseesees e s enseneese s e s eneene s e 13
5.2 HONIAAYS .ttt ettt ettt ettt se ettt e s sttt R e b en e R R e b n s e Rt e Rt R et ent e R e R e R e s e Rt e Rt Re b e st ese s e s et e st eneese s et eneenene 15
6. MONITORING ...ttt et ettt e et ettt ea e et e e bt ea s et e bt ea s e s e eh e es s e s e eb e ea s e bt e bt ea s e bt eb e e mt e et eh e emt e bt eb e ems e bt eseenseebeaseenbenaeenean 16
6.1 IMIONITOTING ..ottt ettt ettt b et et bt eh et e bt ee e et e eb e e et et e e bt e et et e eb e eh e et e e bt eh e et e eb e eh s et e eb e eh e et e eb e ebe e bt bt et et ebeeaeen 16
(3 (= o o] o =SOSR USSP 18
(ST Y= Lo TUE=T oo 14 o] PRSPPI 19



@nlmur

1. INTRODUCTION

This manual explains how the end user (site administrator) can use iP Opener Manager. For this, it is assumed that the installation
administrator has granted permission to the software with the "Guardian" profile.

The "Guardian" software access profile is a profile with reduced permissions, which ensures that the configuration made by the site

administrator (installer) will not be modified. At the same time, the end user (site administrator) can manage "schedules", "access

profiles", "people" (users), and monitor "events".

If you need additional functions, request higher permissions from the installation administrator.
2.LOGIN

Once the administrator (installer) has granted permission to the end user (site administrator), the administrator (installer) must
provide the end user with the access credentials.

Once the end user (site administrator) has the credentials, they can log in by accessing www.ip-opener.com.

Language
selection

Credentials

Login

If the password is forgotten, click on the "Forgot password?" option. to restore it.

www.golmar.es 3
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3. IP-OPENER HOME PAGE

Before reviewing the different steps to carry out a startup, see how the configuration environment is organized.

—— 1@

o ©

1- Selected installation (site). The installation shown in this field is the one that will be modified.

2 - Side menu.
Home page.

Create new installation (site).

Rebuild a site (function for standalone installations).
Pass creation, a single card or credential allows access to different installations of the account.

Software access. Grant permissions to other users for full or partial use of the software.

Modify the site. The installation (site) to be modified will be the one selected (see point 1).

Material and configuration.
Allows you to adjust the configuration parameters of the different elements that make up the installation.

Access profiles and cards.
Allows the management of users and credentials who will have access to the installation.

Monitoring. Monitoring of the status and events of the installation.

Tools: Firmware update, Back Up, ...

Favorites, shortcuts.
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3 - Favorites

You can add favorites from the "edit bookmarks" option on the home page. This allows you to add bookmarks, which will then
appear on the home page and in the side menu.

[ 1

See below the available options when adding favorites (shortcuts):

——— Enter a name to identify the shortcuts.

——— Choose the size in which you want the icons to be displayed.

/ Check to display favorites on the home page as well.

Add shortcuts to certain functions

(add a user, add an access profile or events).

Add a shortcut to execute a link
(web address, Windows program, ...).
— Generate commands for manual door activation.

——— Generate commands for manual output activation.

—— Generate commands for manual input activation.

S~ Add shortcuts to generate and download reports.*

It is possible to generate and send reports by email on a recurring basis (if you are interested in this, please contact your
administrator (installer)).

www.golmar.es 5



User manual END USER MANAGEMENT

4 - Information and status of the selected installation

Pay special attention to ensure that the
system

has communication with the server

5 - Language, user, and logout options.

4. ACCESS PROFILES AND TAGS

4.1 Manual registration

Select one of the access profiles created by your site administrator.For example, in this case "Access profile 0001" and click on "Add
user".

[ ]

This will allow the user or users to be created to access the doors enabled in profile 0001 (door 01 and door 02).
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This will allow the user or users to be created to access the doors enabled in profile 0001 (door 01 and door 02).

Fill in the personal data to identify the user to be registered.

Finally, add identification title(s) with which the user can validate their access.

Next, you can see the correspondence between the identification titles shown in the software and the Golmar references.

ID TITLE REFERENCE ID TITLE REFERENCE
125KHz keyfob PROKEY ID, TAGKEY ID MIFARE Classic® keyfob ISOPROX, KEYPROX SE
MIFARE Plus® keyfob CARDDOOR MF+, TAGDOOR MF+ Telecontrol 1356-2/4 buttons GM-WEIPOP
125kHz remote control - 2/4 - MIFARE Classic® remote control GM-WEIPOP MF
Telecontrol 1356 - 2 buttons = Access code =
Vehicule number plate - Third-party credential (hexadecimal) -
Third-party credential (decimal) - QR Code -

www.golmar.es 7
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With proximity credentials, it will be possible to register the credential by typing the number printed on the credential or by
bringing the card or key fob close to the GM-USBIPOP encoder.

If you bring the card or key fob close to the GM-USBIPOP encoder, the serial number will be registered.

To use the programmer, it must be connected to a USB port on the computer and detected by iP-Opener Manager (requires the
tool (plugin) to be installed, which can be installed from the browser status bar).

For PIN credentials (access code), it will be possible to set the access code or select "Automatic assignment" so that the
software assigns a code to the user.
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4.2 Create a new access profile

The creation of access profiles makes it easier to subsequently create users.

When generating the profiles, we indicate which doors are valid for access. In this way, later you will only need to associate the access
profile with the users. If it is necessary to create a new access profile, proceed as follows:

1. Click on "Door access profiles" and then "Add an access profile":

— 1

2. Select the doors that users of the profile will be able to use.

3. Itis now possible to start creating users who will be able to access the selected door(s).

www.golmar.es
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4.3 Automatic registration

In those installations where there are a large number of users to register, it is possible to generate users
automatically. To do this, select an access profile and click on the "More" option and then "Automatic person
creation".

In the pop-up window, you can set the criteria for automatic generation.

O

10

o_
ef

Indicate the number of users to generate and the access profile to assign to them.

Specify a surname (name) depending on the characters (see creation legend) that accompany it; it will be completed
in one way or another. Set which value the creation should start with and whether the users will have permanent
(indefinite) access.For example, in the configuration shown, it will be named "User" and will start with "0001". If
"Resident %%" is indicated, it would be named "Resident" and would start with "01".

Define which credentials they will have and how many. Once all of the above has been set, click "accept”.
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4.4 Bulk registration
Another way to create users is to register them in bulk by importing them from an Excel file. To do this, follow the steps indicated
below.

1. Click on "Automatic creation" and then "Import data":

—— 1

[ ]

2. Download the file to be completed by clicking on "Get the file to complete”.

[ 1

3. The first row will be completed as an example.

www.golmar.es
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4. Fill'in at least the columns marked in yellow: "Code", "Credential type", "Surname”, "Number" and "Door access".

For proximity credentials, it is possible to type them in or import the user and
then encode the cards/key fobs using the encoder.

5.  Once the file is completed, import it by clicking "Automatic creation" and then "Import data".

This time click "Browse", select the completed file and click "Validate".

6. The users will be imported.

12
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4.5 Additional information
Users without access profile, if users have been generated and not assigned to an access profile, they will appear in "Users without
access profile". This generally applies to specific functions such as "Visitor management" and "Facility reservation management".

Contractors, it is not recommended to work with this feature.

Function intended to register users from service companies (cleaning, building maintenance, etc.) and not just a single person. The

credentials work and are registered in the same way, only they are displayed differently. They simply appear separately in the "ICT"
tab of the access profile.

Credential history, allows you to check the credential history: which user they belong to, when they were generated and deleted.

Note that in reports it is possible to download reports related to credentials such as: "user list" or "unused credentials" which can
help to have better management and control of users.

5. TIME PROFILES
5.1 Key time profiles

If it is necessary to limit access by time, a "Key time profile" must be created; below is an explanation of how to create and
configure a key time profile.

Go to "Time profiles” in the "Users & Access Profiles” menu.

www.golmar.es
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Click on the "add an access schedule" option

1. Enter a name to identify the schedule you have created.
2. Choose whether you want the authorized schedule (green) or unauthorized schedule (red) to be shown by default.

3. If you are going to set an authorized time range, select the green color code and check or select the daily and hourly boxes
to authorize. If, on the other hand, you are going to set an unauthorized range, select the red color code.

In the example, access from 9:00 a.m. to 11:30 a.m. has been authorized and identified as gardener.

If you want to be more specific and define the schedule in smaller intervals, do the following:

14
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Select the code corresponding to what you want to define: green (authorized), red (not authorized).
Manually add the days that the schedule will affect.

Indicate the precision with which you want to set the range (5, 10, 15 or 30 minutes).

Set the start and end time.

Click the "+" symbol to insert it into the quadrant.

Once the schedule is completed, it must be assigned to an access profile. Below is an example:

In the installation, two access profiles have been created: "Gardener access profile" and "Owners access profile". In the gardener
profile, this user only has access to door 1 and during a schedule, the one previously defined as "Gardener Schedule".

Whereas the owners profile can use both doors of the facility at all times (at any time).

5.2 Holidays

In the previous schedule, the "holiday" has been set as unauthorized. To inform the system which days should be treated as
holidays, go to the menu Schedules\Holiday/Working Periods.

Click on the "add a period" option

www.golmar.es
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Name the holiday so you can identify it and select the date of the holiday. If it is an annual holiday, select repeat every year.

Finally, go to the user profile to which you want to assign the holiday schedule. Select the "Holiday/Working Periods" tab and
click on the "Add a period" option, add the holiday or holidays created.

6. MONITORING

6.1 Monitoring
You can monitor in real time what is happening in the facility. To do this, go to the monitoring section.

16
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In monitoring, everything with a priority level of 5 or higher will be displayed. You can display non-visible events as follows:

Select the "Settings" tab, check the event you want to activate or check the "surname" box to activate the group of events to be
activated, then set the priority level to "5 normal" or higher and complete the process by clicking "save".

In the "View" tab it will be possible to customize the monitoring events.

1. Filters, allows you to define which events should appear in the monitoring. These can be filtered by different factors: date,
event, controller, ...

2. Result limited to, is used to set how many event lines will be kept on the monitoring screen.

3. Export, allows you to download the events on the monitoring screen as an Excel file.

4. Empty, allows you to delete events.
It is possible to delete all events and keep the most recent ones (by default the last 30 days) or delete specific events (by

selecting them using the filters).

www.golmar.es 17
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5. New tab, opens the monitoring screen in a new tab (window).
This function is recommended for using two screens, one to continue managing the facility and the other to continue monitoring it.

6. Columns, allows you to choose what information should or should not appear in the monitoring columns.

"Downloads" tab, this option is intended to be used only in cases where communication between the controller and the
cloud has been lost, as it allows you to import the controller's information to the cloud.

Each controller stores up to 20,000 events. When the network connection is restored and the controller reconnects to the
server, it is possible to retrieve from the controller the events that were not transferred to the cloud during the period when
there was no connection, by clicking "download".

6.2 Reports
From the "Reporting” tab in monitoring, it will be possible to download (predefined) reports.

[ ]

For example, to download an "events" report, simply click on the icon . Before generating the report, the software may ask
you to define certain information, such as the date.

The software will download the file in Excel format (.xml).

18



@nlmur

6.3 Manual controls
If required, the administrator can remotely activate the relay of the doors or system elements, allowing access or activation of the

element manually.

www.golmar.es 19
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we take care of your home

Golmar Communication Systems S.A.
c/ silici 13. Poligono Industrial Famadas
08940 - Cornelld de Llobregat - Spain
golmar@golmar.es - (+34) 93 480 06 96

www.golmar.es

Golmar se reserva el derecho a cualquier modificacion sin previo aviso.
Golmar reserves the right to make any modifications without prior notice.
Golmar se réserve le droit de toute modification sans préavis.
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